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SQS14.1/NoticelE

Caritas Youth and Community Service

Notice to data subject collection of personal data

Please read this notice before you provide any personal data to unit of Caritas
Youth and Community Service.

Purpose of Collection

1.

The personal data supplied by you will be used by the Caritas Youth and
Community Service to provide appropriate assistance or service which is relevant
to your needs, including monitoring and review of services and conducting
research and surveys. The service is mainly provided through the means of
telephone contact, office interview and home visit. However, letter will be used
if necessary. The provision of personal data to the Service is voluntary. Please
ensure that the data you provide is accurate. If there are changes in the data
you provide, please contact the Service for correction. If you do not provide
sufficient personal data, we may not be able to process your application or
provide assistance / service to you.

Classes of Transferees

2.

The personal data you provide will be handled with confidentiality. The data
will be made available mainly to persons working in the service on a
need-to-know basis. Apart from this, they may be disclosed to the relevant
parties listed below: -

(@) Other parties such as government branches / department,
non-government organizations and public utility companies if they are
involved in the assessment of application from or provision of service /
assistance to you;

(b)  where you have given consent to such disclosure; or

(c)  where such disclosure is authorized or required by law.

Access to Personal Data

3.

Apart from exemptions provided under the Personal Data (Privacy) Ordinance,
you have a right of access to and correction of personal data held on you except
where the data have been erased. Your right of access includes the right to
obtain a copy of your personal data subject to payment of a fee. Applications
for access to and correction of data should be made either on application form
or by a letter. Application forms are available at offices / units of the Service.

Enquiries, access to and correction of personal data

4.

Please ensure that the data you provide are accurate. If you have enquiries
concerning your application for assistance / service or if there are changes in the
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data you provide, please contact the office / unit which collected the data from
you.

5. Requests for access to personal data collected by the Service and correction of
data obtained from a data access request should be addressed to:

Post title
Address
Tel. No.

Date of Review and Revision: 1 May 2022
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Caritas Youth and Community Service
Service Quality Standards 14
14.1 Guidelines for Protection of Personal Privacy

1. During hotline conversations, service users have the right to choose whether to
disclose their personal information. At the end of the counselling session, social
workers should invite the user to provide personal information, including Chinese or
English full name, telephone number, the first English letter and three digits of the
Hong Kong identification number. Social workers should explain to the user that all
personal data will be kept confidential and limited to the use of social workers to
check on previous consultation conversations if he or she shall call again. The user
will also have the right to use such records to complain, give feedback or examine
any related information. If the user refuses to provide personal information, the
social worker will need to inform the user that he or she cannot make complaints,

give feedback or examine related information in the future.

2. During phone counselling, social workers should keep their voice level down, in
order to prevent other parties from over hearing the conversation.

3. Social workers should use private rooms to meet service users. Unless with
obtained permission from service users, social workers should not discuss his or her

case with the user in public.

4. When delivering group activities or programs, social workers should ensure that

the venue is free from disturbance and any possibility of prying or eavesdropping.

5. If the social worker needs to record the counseling or group session, he or she
has to inform service users the purpose of the recording, and collect their signature
for ‘Audio/Video Recording and Group Supervision Consent Form’
(SQS14/SWS/141.2/A1)

6. All units should put up the ‘Notice to data subject before collection of personal
data’ (SQS14/SWS/141.2/A2C) and (SQS14/SWS/141.2/A2E) at an easily accessible
open spot, in order to let service users understand that their rights to privacy and

confidentiality are protected.

7. Under the following circumstances, social workers may be exempted from the
provisions of Personal Data Ordinance to provide personal data to relevant parties
without prescribed consent of data subjects

% The litigant may harm his or her own self ;
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% The litigant may harm others;

% Has reasonable doubt that the litigant has abused children, spouse, elderly or the
handicapped

% The litigant needs to be sent to hospital for treatment after diagnosis

% The court requests information of the litigant

8. If the unit has to install CCTV due to security and other reasons, it has to comply
with the following guidelines:

k  Make reference to the ‘Guidance on CCTV Surveillance’ issued by Office of
the Privacy Commissioner for Personal Data to ensure that the need to install a CCTV
system has been accessed and that practicable steps to protect the privacy of the
service users have been taken.

% The CCTV should not unnecessarily intrude into the privacy of individuals. The
system should be well protected from vandalism and unlawful access.

% Conspicuous notice should be put up in the monitored area to explicitly inform
venue users about  ‘CCTV surveillance installations and operations’
(5QS14/SWS/141.2/A3). Such notice should contain details of the data user operating
the CCTV system, the specific purpose of surveillance and the person to whom
matters relating to personal data privacy issues can be raised.

% The CCTV should operate during office hours and assign a designated staff to
monitor the camera, handle the safe storage of the hard drive and equipment. No
unauthorized access of CCTV should be allowed. Any viewing, access and handling of
the hard disk or equipment for specific reasons should be restricted to authorized
persons only.

% Regular compliance checks and audits have to carried out to review the
effectiveness of the safeguards and procedures for the CCTV system.

% The recorded data will not be disclosed to the public due to surveillance

measures and security.

9. Guidelines for using portable storage devices

% Make reference to  ‘Guidance on the Use of Portable Storage Devices’
published by Office of the Privacy Commissioner for Personal Data to ensure personal
data privacy be protected

% Service users’ personal data should not be stored in any portable storage
device, including Such as USB memory sticks, tapes, floppy disks, external hard disks
(except those fixed in the office or used to back up server data), etc. The exempted
external hard disk must be firmly mounted in a stable place, and cannot be removed
from the center, or stored in a strong and locked cabinet. For example, the key or
password should be kept by the supervisor of the unit or its authorized person. The

work (such as backup or recovery procedures, etc.) can only be taken out, and must
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be locked back into the cabinet immediately after completion.

% If such data is to be transferred via emails, files should be encrypted to prevent
leakage of data.

% All mobile devices such as mobile phones and tablet computers issued in the
name of Caritas cannot store any other personal information, such as ID card
numbers, bank information, medical records, etc., except for communication data
such as the name and phone number in the address book. If these personal data are
sent to the device, they should be deleted immediately after use. The devices must
also be carefully stored and used with password switches to avoid leakage of
personal data.

Date of Review and Revision: 17 Nov 2022



